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The Benefits of Threat Intelligence 
Threat intelligence (TI) refers to data that is collected, 
processed and analysed to understand a threat actor’s 
motives, targets and attack behaviours. Through TI, 
organisations can analyse both previous cyber-attacks 
and potential future threats. 

Rather than being reactive, TI allows organisations to 
adopt a proactive approach to cyber-security. This 
could prove vital, especially now that cyber-attacks 
are happening so frequently. In fact, more than 80% 
of UK organisations experienced a cyber-attack in 
2021-2022, according to a CyberEdge report. By 
gathering TI data, organisations can bolster their 
cyber-defences, safeguard key assets and stay one 
step ahead of cyber-criminals.

TI feeds can include free indicator feeds, paid feeds, 
bulletins, internal intelligence gathering and strategic 
partnerships. Regardless of method, TI can be 
grouped into three broad categories:

1. Indicators of Compromise (IoC)—Many TI 
feeds will provide IoC, including bad IP 
addresses, domains, hashes and strings. This 
is actionable data that can be scanned against 
an organisation’s environment. If matches are 
found—indicative of system interaction with a 
known IoC—remedial action can be taken. 

2. Tactics, techniques and procedures (TTPs)—
Considered a qualitative TI method, TTPs are 
the patterns of activities or methods 
associated with a specific threat actor or 

group. Organisations may find it beneficial to 
examine behavioural analytics and the latest 
modes of attack. For example, many recent 
cyber-attacks have been initiated through 
phishing emails. Through this intelligence, 
organisations can take steps to close entry 
points for attackers (eg organising phishing 
awareness training for employees).  

3. Situational—This refers to other information 
useful to an organisation’s security strategy, 
such as details on cyber-trends and 
geopolitical situations.

With a multitude of TI platforms available, it’s 
important that organisations adopt tools or strategies 
that work for them. Regardless of the method, by 
utilising TI, organisations can become proactive in 
their approach to cyber-security. Rather than waiting 
for cyber-security events to happen, TI can help 
organisations pinpoint weaknesses, implement 
mitigation measures and close off entry points for 
threat actors.

For more cyber-security guidance, contact us today. 
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Business Email Security Best Practices
Cyber-threats From 
Russia Continue
Although the UK has not yet 
experienced severe cyber-
attacks in relation to Russia’s 
invasion of Ukraine, now is not 
the time for complacency, the 
National Cyber Security Centre 
(NCSC) recently warned. Cyber-
security is part of Russia’s 
military doctrine, according to 
the NCSC. Unfortunately, cyber-
activity against Ukrainian targets 
has already caused spillover 
effects around the world. For 
example, Russia was behind a 
recent cyber-attack on a global 
communications company, 
which affected wind farms and 
internet users across Central 
Europe.

Although UK organisations have 
yet to experience significant 
cyber-attacks resulting from 
Russia’s invasion, international 
cyber-threats are expected to 
remain heightened for some 
time. As a result, the NCSC is 
encouraging all organisations to 
respond by maintaining a 
strengthened cyber-posture. 

However, the NCSC recognises 
that some cyber-security teams 
may be struggling following 
recent events, such as the 
COVID-19 pandemic. As such, 
staff welfare is a factor in 
organisational cyber-security 
and resilience. In response, the 
NCSC has published new 
guidance to help organisations 
maintain strengthened cyber-
security in sustainable ways. 
This advice is designed to help 
employers manage cyber-risks 
while prioritising their 
employees’ well-being. 

For more information, visit the 
NCSC’s website.

Email is one of the most popular tools used for personal and business 
communication. But, without proper security measures in place, it can also 
lead to potential cyber-exposures. With poor security measures, email can 
serve as a gateway for cyber-attacks. Attackers can spoof domains to make 
it appear that their emails are from trusted contacts. Additionally, malware 
and spam can be distributed via email. Despite this, many organisations 
don’t have adequate cyber-security measures in place. For instance, 
research by security company Proofpoint reported that 97% of UK 
universities are failing to implement adequate email security controls, 
leaving staff and students vulnerable to attacks. To ensure business email 
security, consider these tips:

• Develop a corporate email policy. Create a formal policy outlining 
acceptable uses of company email. Include guidance on the types of 
files employees can share, prohibited content and the handling of 
confidential data.

• Implement security awareness training. Even with the best 
technical controls, cyber-security measures will be ineffective if staff 
aren’t prepared to deal with IT risks. Strengthen employee attitudes 
towards security through formal awareness training. Because 
phishing remains a likely attack source, training should include 
simulated phishing attacks.

• Utilise strong email defences. Use a secure email gateway to 
inspect messages for malicious content before they reach corporate 
systems. Additionally, consider implementing a Domain-based 
Message Authentication, Reporting and Conformance (DMARC) 
validation system. Such a system guarantees the legitimacy of 
emails, as only authorised IPs can send emails from a domain.  

• Leverage email encryption. Consider using email encryption—
algorithms to prevent others reading an email without the correct 
encryption keys—to make sure attackers can’t read sensitive 
business information. 

• Ensure effective password management. Implement strong email 
password management policies. Complex passwords are useful to a 
degree, but can easily be forgotten. Consider providing employees 
with the NCSC’s three random word password technique.

While email remains a popular tool for UK businesses, it offers a large attack 
surface for cyber-criminals to target. To mitigate this risk, it’s imperative for 
organisations to implement strong email-security measures.

For more cyber-security tips, contact us today. 

https://www.ncsc.gov.uk/blog-post/preparing-the-long-haul-the-cyber-threat-from-russia
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words

