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Understanding Ransomware as a Risk
A ransomware attack can have a devastating impact 
on an organisation. Ransomware is a type of malicious 
software, also known as malware, used to prevent a 
person from accessing their computer or its stored 
data. The computer itself may be locked, or the data 
on it might be stolen, deleted or encrypted.

Usually, once the attack occurs, the attacker will use 
an anonymous email address with instructions for 
making a payment and getting the data back. This is 
where the ransom element comes in.

In order to minimise the lasting damage that can 
often accompany a ransomware attack, employers 
should consider taking the following actions:

• Make regular backups of important files. Up-
to-date backups are the most effective way of 
recovering from a ransomware attack. Check 
that the appropriate members of the 
organisation know how to restore the backup 
and test it regularly to ensure it works as 
expected. It may also be beneficial to make 
multiple copies of files using different backup 
solutions and storage locations for added 
protection.

• Prevent attackers from gaining remote 
access. Ransomware is increasingly being 
deployed by attackers who have gained 
access remotely via exposed services such as 
Remote Desktop Protocol (RDP) or unpatched 
remote access devices. Close these entryways 

by disabling RDP if it’s not needed or enabling 
multifactor authentication at all remote 
access points into the network.

• Prepare for an incident. Ransomware attacks 
can be devastating for organisations because 
computer systems are no longer available to 
use, and in some cases, data may never be 
recovered. The following preparations can 
help organisations recover quickly:

o Identify critical assets and determine 
the impact if they were affected by a 
ransomware attack.

o Develop an internal and external 
communication strategy to ensure 
that the right information reaches the 
correct people in a timely fashion.

o Determine what the organisation’s 
response will be to a ransom demand.

o Create an incident management plan 
and practise it periodically.

For more information, contact us today.
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Steps for Backing Up Data Properly
The Importance of 
Penetration Testing
Penetration testing is a 
simulated cyber-attack against a 
computer system to check for 
exploitable vulnerabilities.

A penetration test can be just as 
important as a financial audit 
because it helps ensure that an 
organisation can handle a cyber-
threat.

The following are a few reasons 
why penetration testing is 
crucial for every organisation:

• Compliance—If an 
organisation’s website 
uses online payment 
methods, an annual 
penetration testing 
exercise must be 
conducted in order to 
discover any 
vulnerabilities before a 
cyber criminal does.

• Crisis training—
Penetration testing can 
help prepare security 
teams to effectively 
react to and recover 
from a cyber-attack.

• Trust building—By 
conducting regular 
penetration tests, an 
organisation minimises 
its risks of being hacked 
or suffering from data 
breaches. This helps 
build trust with 
employees, clients and 
customers because they 
know their data is safe.

• Test new technology—
When implementing 
new technology, it’s 
important to test its 
security in order to get 
rid of any vulnerabilities 
right away.

For more information on cyber-
security, contact us today.

Most businesses rely heavily on digital data. This could include anything 
from customer information and orders to payment details. Some of this data 
is confidential and could be detrimental to an organisation if leaked or 
deleted. To prevent data from disappearing, all businesses should make 
periodic backups of their important data regardless of size and ensure that 
these backups can be restored.

Even when an organisation takes proper precautions and regularly backs up 
data, it’s essential to optimise the process to limit the time it takes to 
recover from a data breach. Consider the following steps when establishing 
ideal backup practices:

1. Identify what data needs to be backed up. The first step is to 
identify the organisation’s essential data. This is information that a 
business could not function without. This normally consists of 
documents, photos, emails, contacts and calendars.

2. Designate roles. It’s vital for organisations to have designated 
employees responsible for backing up data. Depending on the size 
of an organisation, this could be one person or a team of individuals. 
A person in charge of and with access to backups needs to be readily 
available in case they are needed. 

3. Select storage. Data backups should be stored on separate devices, 
such as USB sticks, external hard drives or even other computers. 
Using cloud storage can also be a convenient way to secure data 
while keeping backups separate from a physical workplace. In 
addition, it may be advisable to store backups in different physical 
locations to protect from other hazards such as flooding for fires.

4. Keep backup systems updated. Much like computers and 
smartphones, backup devices may also have regular updates. 
Software must be kept up to date so that backup storage is 
accessible and protected from cyber-threats, such as malware and 
viruses.

5. Optimise and test backups. Set up automatic, routine backups to 
save time and ensure that the latest file versions are protected. 
Once a backup system is in place, it’s also beneficial to test it 
periodically to verify that everything is working as expected.

The best way to avoid a breach in data is to be educated, informed and 
prepared. For more information on cyber-security, contact us today.


