
Key Figures From the 2022 Cyber Security Breaches Survey
Every year, the Department for Digital, Culture, Media & Sport commissions a nationwide survey as part of the 
National Cyber Security Programme. This Cyber Security Breaches Survey provides valuable insight into the cyber-
security and data breach patterns of UK employers. As remote work remains prevalent and technology becomes 
increasingly integrated into everyday operations, it’s imperative for organisations to remain apprised of cyber-
security trends and topics.

Consider the following key findings from this year’s study:

• Approximately 39% of businesses and 30% of charities experienced a cyber-attack or cyber-security breach 
in the previous 12 months.

• Eighty-three percent of businesses and 87% of charities that experienced a cyber-attack within the past 12 
months were targeted by phishing attacks.

• Eighty-two percent of businesses and 72% of charities listed cyber-security as a high priority within the 
previous 12 months.

• Approximately 93% of businesses and 89% of charities now report having at least some degree of cyber-
incident response procedures in place.

• Only 4% of both businesses and charities have implemented all of the National Cyber Security Centre’s “10 
Steps to Cyber-security,” although 49% and 40%, respectively, utilise at least five.

• Nearly one-quarter (22%) of businesses and one-fifth (17%) of charities have not reviewed their cyber-
security policies in over a year.

Cyber-incidents can have devastasting ramifications, including lost or stolen data, business interruption, reputational 
damage and costly non-compliance fines under the General Data Protection Regulation. These potential 
consequences, combined with the rising dependence on technological solutions in the workplace, make it clear to 
organisations of all types and sizes that cyber-security should be a top priority.

For more information on cyber-security and workplace safety, contact us today.
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Protecting Workers From Heat Stress
The longer days and higher temperatures of summer can be pleasant, but they may also present serious risks. When 
employees work in hot conditions, employers must account for heat stress.

According to the HSE, “heat stress occurs when the body’s means of controlling its internal temperature starts to 
fail.” In addition to the temperature of a work environment, humidity, clothing and pace of work can all contribute 
to heat stress. Therefore, it’s necessary for employers to realise that even though an area may not seem excessively 
hot, workers may still be at risk.

To reduce risks related to heat stress, consider the following steps:

• Train workers. Discuss high-risk tasks and train employees to recognise symptoms of heat stress. Educate 
workers about safe working practices and emergency response procedures.

• Utilise acclimatisation. Allow workers’ bodies time to adjust to the work environment.

• Control the temperature. Use fans, air conditioning or physical barriers that reduce exposure to radiant 
heat.

• Regulate exposure. Schedule certain tasks only during cooler times of the day or when temperatures are 
below a certain point, and provide periodic breaks and rest areas with cooler conditions. It may also be 
necessary to utilise permits to work to regulate how and when workers can be in dangerous conditions.

• Maintain hydration. Working in hot conditions will cause employees to sweat. This helps the body cool off, 
but it will also mean that workers must rehydrate. Provide them with cool water and encourage them to 
drink small amounts frequently.

• Consider clothing and equipment. Clothing that is lightly coloured, made of breathable fabrics or includes 
personal cooling systems are optimal for hot conditions. Consider how certain protective clothing or 
equipment, such as respiratory protective equipment, may exacerbate heat-related risks.

• Monitor workers. Supervisors should always observe the health and well-being of their employees, but hot 
conditions may require more frequent monitoring. 

For additional workplace safety and employee well-being resources, contact us today.

https://www.hse.gov.uk/coshh/basics/permits.htm

